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EMERGING TYPOLOGIES

Increasing Trends in ML &-TBobal Overview

A Corruption

A Drug Trafficking

A Human & Migrant Trafficking

A Bulk Cash Smuggling / Money Mules 8

A Transnational /Large Scale Fraud &
A Casino/Gaming - i




EMERGING TYPOLOGIES

Increasing Trends in ML &-TBHobal Overview

A Shell Companies/Legal entities

A Small Traderg Cash businesses

A Professional-Assistangewyers, Accountants)
AViolence A s
AHired Account by terrorist groups %

A Purchase of valuable assets



EMERGING TYPOLOGIES

Increasing Trends in ML &-TFnancial Sector

A Cross Border Financial Transactions Movement
ANew Payment Methods/Internet Banking

A Money Remittance-Services
A Casino and banking system
A Misuse of criminal knowledge
AWire TransferTelegraphic Transfer)



EMERGING TYPOLOGIES

Other Common Trends in ML &-Hmancial Sector

A Structuring te-circumvent record keeping

A Circumventing Client Identification
requirement

A Using Nominees & Proxies

A Abuse of Negotiable Instruments

A Refining



CASE M.O. OVERVIEW

ML through Cross Border Remittance Services

Suspectillegal

—> Remitter + Accomplices
proceeds) '

P g e
Runners
(Breaks cash into small amounts below the reporting threshold)
e N\
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Transfer fund into a foreign exchange trading platform

v

Fund transfer to overseas Associates



CASE M.O. OVERVIEW

Other potential threats through cross border
transactions

U Large sum deposits from overseas
entities.and follewed-by. immediate
withdrawals
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depositories

4

a



CASE M.O. OVERVIEW

ML Threats via Mobile Payment

) Transferred.or Withdraw anytime
and anywhereg even to terrorist
group under the guise of c:harltlesI

) Anonymous- especially using
prepaid card

) Multiple accounts via different SIM
cards

)  Small random amount fell
through the dragnet




CASE M.O. OVERVIEW

ML through Mobile Payment/Internet

OnshoreSuspect
(send illegal proceeds to offshore counterpart)

\ 4

Activate prepaid mobile account & send details to website

operator
(The physical cards are not sent out)

\ 4

Offshore counterparts use phone account to make online
or phonebased paymentéProfits about US$100kth)



CASE M.O. OVERVIEW

TF through Mobile Payment

Suspects ]
(money remitters who owned many prepaid cards)
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_Immediately

Pakistani account in th
to personal account
, same bank

y

[ Used to fund terrorist ]
activities




CASE M.O. OVERVIEW

ML through abusé;,o.f"regulatory knowledge

Suspect gbank staffs who are well versed
with AML/CTF rules)

Assisted Fraudsters to remit crime

proceeds to several accountsML/CTF
guidelines were blatantly ignored)

Intentionally did not put up STRs or
keep records




CASE M.O. OVERVIEW

SuspeCt
ant bank acting on

behalf of a sanctioned country) - '

5

Wanted to wire payment into

US via an European Bank
(issued a swift MT 103 message)

beneficiary in US
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the MT 103 payment order and
send it to its US correspondent

in NY

Payment were made to the
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Manipulation of SWIFT messages

To hide the original source"which may be
sanctioned

Information that may trigger alert is being
GAaUNNLILISRE 2FF o60& UKS
usually not sanctioned

This create the appearance that the sending
bank is the original source
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How did we catch them?

Excessive exploitation of certain pattern
Misfit in the profile of transaction parties
Activities/Actions that do not make sense
rregular information_or data

Deliberate attempt to avoid detection
Regular and committed reporting by FIs and

surveillance by authorities o
Inference by Association

O




Profile of a Launderer




Profile of a Launderer




Profile of a Launderer

Just like you and |
Intelligent & sophisticated
Motivated

Professional career
Highlyskilled

High tolerance to

circumstances

Manipulative




What are we dealing with?

A No longer conventional law enforcement
A Moved into HigkTech Crimes éra

A Fighting against motivated criminals not
people who arein needs

A Risk is higher

A Criminals are smarter, more sophisticated,

huge resources and connectioQ$ess
mistakes



What Should We do?



